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Governance is the most powerful tool for optimising IT
costs

South African companies are increasingly looking to reduce costs in the wake of the Covid-19 pandemic, with Information
Technology (IT) amongst the areas being targeted in their cost-cutting drives. By leveraging governance and adapting to
more efficient ways of working, companies can optimise their IT costs to thrive rather than merely shaving costs to survive.

“Nipping and tucking here and there could help to bring down a few costs, but there is tremendous opportunity to
dramatically optimise IT costs by leveraging governance. So, before you begin cutting away at your IT budget, you must
ensure that you have governance in place. Once in place, you can use governance as a roadmap to show how and where
to cut costs strategically,” says Charl Ueckermann, CEO at AVeS Cyber Security, adding that governance is one of the
most essential and powerful budgeting tools available to businesses.

Cost-cutting is often approached in silos by different areas of a business. This means that drives to reduce costs might be
out of alignment with business objectives and governance. Every effort to curb expenses should be made with due
consideration to the rest of the business and in alignment with its governance processes, and this includes IT. In doing so,
companies also reap other rewards such as tightened risk management, better decision making, improved internal policies
and more effective control mechanisms.

“When IT costs are optimised in line with company goals and governance, appropriate cost reduction actions can be made
while allowing for the strategic investment in solutions that are needed to empower the business and its employees.
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“At an operational level, there have been some big changes. More people are working from home, and companies have had
to make technologies available to empower employees to work remotely, while other tools have been rendered ‘not-so-
necessary’. For instance, there is a marked increase in the use of video conferencing platforms and cloud-based solutions
to enable people to collaborate with colleagues, customers and suppliers wherever they might be. Changes such as these
require amendments to be made to companies’ IT infrastructures and cybersecurity systems to ensure that they are not
compromised.”

How to reduce costs

He offers an example of how to use governance to re-define the changed needs of the business and help IT departments to
identify where to cut costs.

“Some organisations such as a mine might have implemented six layers of security around its operations, but when
considering governance, this level of security might not match the business' risk appetite, while in the case of a bank, six
layers of security are essential. Therefore, there could be an opportunity to reduce costs by removing some layers of
security while still operating as usual and without exposing the business to undue risks.”

In the short term, Ueckermann says there are a few ways for Chief Information Officers (ClOs) and IT managers to reduce
the costs of their IT. Firstly, they must establish what they have to work with, in terms of budget. As a result of Covid-19,
budgets could be lower than initially planned at the beginning of the financial year. The next step is to look at ways of
adapting overlapping IT systems and cost structures to support business areas that are still able to operate. Of course, any
cost-cutting efforts should be made with enterprise goals in mind.

“Remove technologies that are not needed or not adding value at this point. Target the 'low hanging fruits' first, such as
technologies that are on the verge of expiring, tools that you do not need to sustain a remote workforce or applications that
do not add support services to the business. There might not be space in the budget for the ‘nice-to-haves’ at the moment.
There could also be opportunities to curb costs by repurposing hardware or making greater use of a technology’s
functionality. Implementing a higher level of automation can help to increase capabilities while reducing costs.

“This is also a good time to renegotiate contracts with vendors and suppliers to match your changing IT and cybersecurity
needs. You can also consider outsourcing IT services, such as cybersecurity. Outsourcing can be a major cost-saver in
areas where the costs of insourcing new skills needed to support the business are more expensive.”

In the longer term, Ueckermann says companies need to implement lean processes that are structured to deliver business
value in line with their organisational goals.

“A business's Enterprise Goals should guide the implementation of processes as well as the input-output measurements to
define what makes a business process effective. Organisations should be output-focused and not activity-driven.

“Technology and processes are not the only aspects that must be re-engineered in line with governance. Agile, adaptable
people that fit the organisational culture are the right ones to have on your team. Companies may also have to reskill their
teams and focus on continuous improvement of skill sets. Building a cyber secure culture with the people you have is more
important than ever, especially when more employees are working remotely and companies are cutting costs on
technology. Generally, 80% of cyber security's effectiveness relies on people and only 20% on technology, making it clear
that people play a significant role in helping organisations run effectively and securely. It is no longer about looking busy
but rather about adding value to the business with a strong focus on output.”

Ueckermann concludes: “Businesses can turn the challenge of cutting costs into an opportunity to create value. Approach
IT cost optimisation from an overarching business perspective instead of looking at IT in isolation. Look at how people,
technology and processes can be restructured in alignment with governance to ensure that IT cost optimisation can be
achieved while ensuring that IT delivers a greater return on investment for the business.”
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